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Part One – How to Protect Yourself 
 

Yes, I Know It’s a Pain. Do It Anyway 
 
 Some time ago, I had one of those days.  You know, a day where things just 
don’t go as planned.  The day started out with a training session on ransomware. 
Unfortunately, as such programs are apt to do, it made me start to think that selling 
everything I have, disconnecting from the wired world, and moving to some remote 
island where I could live out my life selling tapas by the beach might be a really good 
idea. I suspect more than a few of you might have responded similarly.  
 
 One of the things that got me going was learning about one of several new 
ransomware “business models” hackers had come up with. In short, after a computer or 
network was breached and the data encrypted, some hackers were starting to offer their 
victims two choices instead of the normal one, which was to pay the ransom amount in 
order to obtain the decryption key. Now the victim could either pay the ransom or they 
could help spread the ransomware by sharing a malicious link with two people they 
know.  If those two unsuspecting folks became infected and paid the ransom within 
seven days, then the initial victim would receive the decryption key and be able to 
recover their files for free. Now isn’t that a heartwarming development. 
 
 As soon as my training was over, I started going through my email to include 
reading all the tech items I normally review every day trying my best to stay current and 
informed. Of course, the headlines were what they are on any given day nowadays.  
“Hackers Named Runner-Up for Time Magazine Man of The Year,” “Governments and 
Nation States are Now Officially Training for Cyberwarfare,” “The Botnet That Broke the 
Internet Isn't Going Away,” and “Ransomware Now Being Used to Cover Network 
Intrusions” were just a few of the delightful reads that morning. 
 
 If that wasn’t already enough, my phone rang. Turns out a few lawyers had just 
discovered their firm had been broken into. Three laptops containing all kinds of client 
information were on the list of items taken. Of course, the first question they asked was 
“What do we do now.” It’s a legitimate question and one deserving of an answer; but I 
needed to know more. It was then I learned the laptops were not password protected, 
were not encrypted and contained no laptop tracking software. With that good news in 
hand, my answer was the only thing that could be done was to take whatever steps they 
could to prevent anyone from using the stolen hardware to break into the firm’s network. 
They should also file a claim with their cyber insurance carrier, if they had coverage, 
and then they should notify all clients impacted by the theft. Beyond that, everyone was 
going to have to live with the reality that the data on those laptops was in someone 
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else’s hands, and may in fact, eventually fall into the hands of a number of others, none 
of whom will have the firm’s or the firm’s clients’ best interests at heart. 
 
 After this call ended, I just sat there shaking my head wondering why those 
lawyers failed to take any steps to try to prevent access to client and firm data should 
something unexpected, like a break-in, ever occur. Sadly, I have an inkling.  Security 
experts tell me they see this all the time, which makes me think it gets back to how I 
responded to my morning training.  
 
 We live in a cybercrime riddled world, and the crazier it seems to become, the 
more we all look for ways to escape from it.  Some dream about getting away from it all, 
others go into denial trying to convince themselves nothing bad will ever happen to 
them, and then there are those who simply ignore the problem believing there’s nothing 
anyone can do to stop it anyway. While all are normal responses when things seem 
overwhelming, these responses can also lead to serious trouble if any particular 
response prevents someone from taking steps to responsibly deal with the reality of the 
situation. In all seriousness, I’ve seen it in the eyes of too many. We’ll be talking about 
things like the use of encryption, of strong passwords coupled with password managers, 
or even the necessity of ongoing cybersecurity training when the willingness and 
motivation to do something just seems to fade away. 
 
 Look, I get it. As the Borg, an alien race in the Star Trek Next Generation TV 
series, used to say: “Resistance is futile.” That line hits home for me when I start to think 
about cybersecurity because the headlines tell us daily that it’s a losing effort so why 
even try. Yet try we must.  If the lawyers mentioned above had just taken the single and 
simple step of encrypting the hard drives of those laptops, the difficult and problematic 
task of notifying all clients of the breach, not to mention the potential long-term fallout of 
having their own personal identities stolen, could have been avoided entirely.  
 
 If you count yourself as one of the folks who believe it won’t ever happen to you, 
feel that ignorance is bliss, believe there’s nothing you can do to prevent it so why 
bother, or are just counting the days until the dream of getting away can become a 
reality, all I can say is this. Yes, becoming cyber secure can be a pain. Do it anyway.  
 
 The headache that comes with being proactive is going to be far less than the 
one that comes with being a hacker’s next victim.  Want proof?  Look at the impact of 
the global WannaCry ransomware attack and the far deadlier NotPetya wiper malware 
attack that occurred shortly thereafter. And for those of you unfamiliar with the term 
wiper malware, this type of malware seeks to permanently destroy data.  The attackers 
don’t give a hoot about playing the ransom game.  Oh, and in case you’ve forgotten, 
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DLA Piper was one of the victims of the NotPetya attack. Have you ever wondered what 
the outcome of that attack was?  In late spring of 2018, the firm revealed their IT 
department had to put in 15,000 hours of paid overtime in order to restore the system.  
We also learned the firm was forced to wipe its entire Windows environment and start 
fresh after the first two weeks of recovery work showed nothing in the existing 
environment was salvageable.  Ouch. 
 
 With all the above in mind and given the seemingly ever-increasing frequency 
and severity of cybercrime, the first issue you might want to think about is who or what 
is placing you at risk in the first place?   
 
Cyber Crime; Your Ignorance is Their Power 
 
 Few law firms seem to fully appreciate the level of risk that attorneys and staff 
truly represent. Of course, the ultimate goal is to avoid having to deal with a cyber 
breach at all because, as stated above, actions that seek to prevent a breach are going 
to be easier and less stressful than any actions that must be taken to try and recover 
from the fallout of a breach.  Unfortunately, it’s the ignorance and/or apathy of every 
user that can so easily prevent a firm from ever reaching this goal. Here’s why. 
 
 Regardless of all the precautions implemented by IT support, from taking steps 
like securing all digital assets with the latest and greatest in firewalls and antivirus 
software to upgrading to the latest in browser software or operating system, those 
efforts aren’t going to be good enough.  People are part of the equation and they can’t 
be secured with a software patch or hardware upgrade. I’m talking about you, your 
partners, your employees, and anyone else who has access to a firm computer, tablet, 
smartphone, and the like. How do you think the Target breach, the DNC email scandal, 
and many of the other breaches we hear about with ever more frequency happened? In 
short, someone did something they shouldn’t have.  It might have been opening an 
infected email, clicking on a malicious link, or unwittingly verifying a password for a 
cybercriminal because he or she didn’t know any better, got caught off guard, or simply 
didn’t care. 
 
 To help bring the point home, ask yourself these few questions and focus not 
only on how well you can answer them but also think about how everyone else at your 
firm might do: 
 
 Do you know what Cerber, NotPetya and Dridex are? 

 
 Cerber is ransomware that targets cloud-based Office 365 users and has 

impacted millions using an elaborate phishing campaign.  NotPetya is 
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malware known as a wiper, which permanently destroys data instead of 
encrypting it for the purpose of trying to obtain a ransom.   Dridex is a 
banking Trojan that seeks to steal your online banking credentials.  

 
 Do you know what vishing is? 

 
 Voice phishing is a form of criminal phone fraud whereby the scammer 

uses social engineering techniques during a call as a way to try to gain 
access to personal or sensitive information for the purpose of financial 
gain. 

 
 What is spear phishing? 

 
 An email-spoofing attack that targets a specific individual or business in an 

attempt to steal confidential data from and/or install malware on the 
targeted user’s computer. 
 

 What is Juice jacking? 
 

 A type of cyber-attack often involving a charging kiosk that typically installs 
malware or surreptitiously copies sensitive data from a smart phone, 
tablet, or other computer device via a USB data/power cable. 

 
 Can identity theft occur via a text message?  

 
 You bet.  It can happen via a smishing attack, which is phishing by way of 

a sms text message. 
 
 What is crypto-jacking?  

 
 The unauthorized use of a computer or network to mine for digital 

currency. These attacks can cripple your network and may result in 
deleted files if you attempt to remove the malware. 

 
 Hopefully you’re starting to get it.  The actions of any individual user can 
unintentionally circumvent the security tools IT support has deployed; and again, it’s 
often the result of the ignorance or apathy of individual users. What any person does on 
the Internet and even how and where they do it matters. For example, unsecured Wi-Fi 
is exactly that, unsecured. Just because a signal is available doesn’t mean using it is a 
good idea. Cybercriminals have the same ability to access that signal as you do and 
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you have no way of knowing what their intentions are. Even if you know how to avoid 
most cyberattacks, how about everyone else in who works at your firm?  That’s the 
problem. 
 
 So, what’s the solution? How does one address the very real threat that comes 
from each and every user? I wish it were easy. Unfortunately, it isn’t; but it is 

manageable. This is one of those situations where IT 
and firm leaders need to work together. Part of the 
solution will lie in periodic training in safe practices to 
include how to identify threats. This will need to be 
ongoing because attack vectors will continue to evolve 

and change. Topics such as what do the latest social engineering attacks look like and 
how to avoid them, why peer-to-peer file sharing networks can be dangerous, and how 
to securely login into the network from a remote location would all be worth discussing.  
 
 Another part of the solution will be to create and then enforce an office-wide 
Internet use policy that spells out the dos and don’ts. For example, define what can be 
downloaded and what can’t.  While the download of an Amazon.com eBook might be ok 
if done over the noon hour, the downloading of free music off a peer-to-peer file sharing 
network like eMule definitely shouldn’t be. What about allowing access to Facebook, 
LinkedIn, Snapchat, WhatsApp, or Pinterest from an office device? There are legitimate 
security concerns that come with allowing personal participation in social media. Do you 
want to allow access to things like Skype, YouTube, or even personal email accounts?  
In the absence of defined rules, there will be some who will expose the network if for no 
other reason than through naivety. Also, don’t focus just on the Internet spaces listed 
here. They are simply examples. All can bring value but all also bring a certain amount 
of risk.   
 
 Unfortunately, there is a catch 22 here for many lawyers.  Firms may be tempted 
to simply block access to something like Facebook; but this isn’t always the right answer 
because there will be times when access to Facebook will be absolutely called for as 
part of competently handling a client’s matter. The good news is that a great resource is 
available online to assist in the identification of the issues as well as in the development 
of a firm policy or policies.  The SANS Security Policy Project posts a number of policy 
templates that address a variety of important security concerns, many of which you may 
not have even thought about.  These resource materials are available to the public 
without cost.  Topics addressed include an Acceptable Use Policy, a Wireless 
Communication Policy, an E-mail Policy, a Password Protection Policy, and a Remote 
Access Policy among many others.  The SANS (SysAdmin, Audit, Network, Security) 
Institute is a cooperative research and education organization established in 1989.  

Important Take Away - 
Amateurs hack systems. 
Professionals hack people. 
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Over the years, the institute’s programs have reached over 165,000 security 
professionals worldwide.  Learn more about the SANS Security Policy Project and 
access the sample policy language at http://www.sans.org/security-resources/policies/. 
 
 The final piece will be in committing to seeing that hardware and software remain 
as current as economically feasible.  The reason is as newer and more secure versions 
of software come to market, software companies 
eventually stop sending out security patches and 
updates to the older versions. Continuing to rely 
on older software, for example Windows XP, in 
order to save a little money is thus a serious risk 
because malware often specifically targets older 
versions of software. Cybercriminals know 
remaining vulnerabilities in older programs will 
never be patched and that works to their advantage.  Don’t make it easy for them. 
Understand that when it comes to computer security, newer and better solutions for 
hardware and software will continue to enter the marketplace. When you think about 
what is at stake, isn’t the investment cost of updating to the most current version of a 
software program available well worth it?  
 
A Lawyer’s Ethical Duties 
 
 Clearly computer security can’t be an afterthought and, as has been discussed, 
there is no one-step solution that will adequately address all the risks. Maintaining data 
security is going to be a never-ending effort that will involve everyone in the firm from 
the part-time receptionist to the most senior partner. 
 

Beyond the obvious business reasons that one should address cybersecurity, 
also understand that as lawyers we have new ethical duties that have come into play. 
Under ABA MRPC 1.1 Competence, a lawyer’s efforts to provide competent 
representation now includes an obligation to keep up with changes in relevant 
technology. (See comment [8] to Rule 1.1 which states “To maintain the requisite 
knowledge and skill, a lawyer should keep abreast of changes in the law and its 
practice, including the benefits and risks associated with relevant technology, ...”) 
Lawyers must also preserve and maintain client confidences under ABA MRPC 1.6 
Confidentiality of Information which now states in section (c) that “A lawyer shall make 
reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the representation of a client” and 
Comment [18] under Rule 1.6 now states the following. “Paragraph(c) requires a lawyer 
to act competently to safeguard information relating to the representation of a client 

Practice Pointer - Don’t ever 
continue to use a computer once 
support for its operating system 
has ceased.  Immediately 
upgrade the software or replace 
the now outdated computer. 

http://www.sans.org/security-resources/policies/
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against unauthorized access by third parties and against inadvertent or unauthorized 
disclosure by the lawyer or other persons who are participating in the representation of 
the client or who are subject to the lawyer’s supervision.”  
 

How far must a lawyer go when it comes to complying with these rule changes? 
Fortunately, Comment [18] provides something of a safe harbor: “The unauthorized 
access to, or the inadvertent or unauthorized disclosure of, information relating to the 
representation of a client does not constitute a violation of paragraph (c) if the lawyer 
has made reasonable efforts to prevent the access or disclosure. Factors to be 
considered in determining the reasonableness of the lawyer's efforts include, but are not 
limited to, the sensitivity of the information, the likelihood of disclosure if additional 
safeguards are not employed, the cost of employing additional safeguards, the difficulty 
of implementing the safeguards, and the extent to which the safeguards adversely affect 
the lawyer's ability to represent clients (e.g., by making a device or important piece of 
software excessively difficult to use). A client may require the lawyer to implement 
special security measures not required by this Rule or may give informed consent to 
forgo security measures that would otherwise be required by this Rule.” 
 
 It seems clear that lawyers have an ethical obligation to at least take basic steps 
to protect all critical, sensitive and/or confidential data. The data of most concern would 
obviously include personally identifiable information such as social security numbers, 
names, birth dates and the like; financial information which might include account 
passwords, credit card information, personal health or medical information not only of 
clients but of staff and attorneys as well; and of course, client confidences. The 
challenge here is in understanding the obligation to protect data means steps must be 
taken to protect your firm’s systems from data corruption, unauthorized access, and 
unauthorized use.  And the firm must address these issues as it relates to email, cloud 
storage, document collaboration in the cloud, the use of Wi-Fi, the use of personal 
devices (smart phones, tablets, home computers, laptops, jump drives, etc.) and the list 
goes on.   
 
 The following is a list of a few things that can be done to help secure your firm’s 
systems. This list is not a complete list of steps a firm might take to be cybersecure.  It 
is simply to identify what the minimum effort should be. (Note: A more detailed 
cybersecurity checklist appears later in these materials.)  
 
 1) Password protect and encrypt data on any mobile device to include laptops, 
jump drives, computer tablets, external hard drives, and smart phones. If you don’t 
know how to do this, seek help from your service provider or IT support person.  
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 2) Establish a patch management system to ensure that all devices (to include 
routers), software programs, computers, operating systems, etc. remain up-to-date on 
critical security patches.   
 
 3) Establish an ongoing training program for everyone in the office in order to 
safeguard against insider negligence. The goal is to ensure that no one does something 
like transfers work to a remote device or location such as a home computer in an 
insecure manner, improperly disposes of a device that is being replaced, or is tricked 
into opening an email that was carrying a malicious payload.  
 
 4) Install an Internet security software suite on all devices that will connect to the 
Internet.  
 
 5) Backup all systems and maintain at all times a copy of the backup at a remote 
location, which can be cloud-based storage.  
 
 6) Establish a protocol for the secure use of Wi-Fi services with an absolute 
prohibition of the use of open unsecured public W-Fi- networks absent appropriate 
security.  
 
 7) And again, upgrade operating systems and Internet browsers as newer 
versions come to market as these upgrades almost always include improved security 
features or programing. 
 
But Why Bother? 
 
 In spite of all that might be done to prevent a data breach, recognize it is virtually 
impossible to have a completely secure network if for no other reason than people use it 
and it touches the Internet. There are no guarantees here.  Just don’t respond to this 
reality with an attitude of why even bother to try if 
becoming truly secure isn’t possible.   
 
 Consider what is at risk if you fail to try. 
The following comes immediately to my mind: 
legal liability to others for the theft, loss or 
unauthorized disclosure of personally identifiable 
non-public information; legal liability for the theft 
or loss of third party corporate information; being subject to regulatory action or scrutiny 
due to the failure to comply with relevant security breach notification laws; having to 
cover the costs associated with responding to and recovering from the breach to include 
the costs of finding, notifying and perhaps providing one year of credit monitoring for all 

Important Takeaway - When 
thinking about the likelihood of 
any given law firm becoming a 
victim of a cybercrime, it’s not a 
matter of if it will happen, it’s 
only a matter of when. 
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who were impacted by the breach;  the consequences of any loss or damage to your 
reputation; and the loss of revenue due to the breach. 
 
Cyber Liability 
 
 The above risks, which define cyber liability, are not something to take lightly. 
Consider the response and recover piece. Here’s what this might look like. Once a 
breach has been discovered (the timing of which can vary from becoming immediately 
aware, with something like a lost laptop, to it taking months or even a year or more with 
something like a sophisticated network breach), you must first terminate the breach and 
then determine what and whose data has been exposed. For example, you might need 
to investigate whether or not the login credentials on a stolen laptop were used to gain 
access to the network.  If not, steps would then need to be taken in order to prevent that 
from happening.  Or it might be necessary to try to determine what data was actually on 
the stolen backup drive or what data the hacker had access to while on the network.  In 
other words, the specifics of the initial called for response will vary greatly depending 
upon the specific circumstances of the breach. 
 
 If a mobile device was stolen, the called for response may be relatively quick and 
easy. Perhaps a remote wipe of its data will solve the problem. On the other hand, if it’s 
your firm’s network that was breached, the network must be disconnected from the 
Internet and a computer forensic expert brought in to investigate. Obviously, the 
network would be unavailable for use until that work is completed.  Typical downtimes 
could easily run from a day or two to a week or more.  The reason is the forensic expert 
will need to create a duplicate image of the breached systems in order to have the 
ability to properly analyze the data. This expert will try to determine the who, what, 
when, where and how of the breach and then provide a report of the results. The costs 
associated with this service will vary widely depending upon the situation at hand. Plan 
on several thousand at a minimum but it could go much higher even for small law firms.  
 
 Once this effort is complete, however, the network is still unavailable. In addition 
to having someone come in to analyze the breach, someone must also remove the 
rogue software; fix the vulnerability that enabled the attack to occur; and, if possible, try 
to recover or restore any damaged or lost data. And again, downtimes for this work can 
run from a day or two to several weeks depending upon the severity of the attack.  Once 
all this is completed, the office can begin to use network resources again.  While the 
system recovery process may now be over, realize the overall response process is just 
getting started. 
 
 With the forensic breach analysis report in hand, it’s now time to look into the 
breach notification laws you might be subject to. All 50 states, Washington DC, Puerto 



www.alpsnet.com  Page 13 of 33 
 

Rico, and the USVI have enacted laws that require those who maintain personal 
information of others to not only protect that information, but to notify the owners of the 
information if and when a data breach occurs.  The type of information you need to be 
concerned about includes the names, birth dates, social security numbers, credit card 
numbers, financial account information, and health records not only of clients but firm 
staff and attorneys as well.   
 
 While an in-depth review of these statutes is beyond the scope of these 
materials, know that in the event of a breach these statutes require that state 

governments and those 
who have been impacted 
by the breach be notified 
without delay.  Also, be 
aware that the notice 
requirements are not 
based upon the location of 

the network or computer that was breached.  They are based upon where those 
impacted by the breach reside. Thus, a breach of your network could result in an 
obligation to notify multiple state governments and to comply with their various statutes. 
 
 The tasks associated with notification compliance include determining which 
state law’s you’re going to be subject to, meeting notification deadlines that can be as 
short as five days, setting up the contact database, verifying contact information, writing 
the notification letter, printing and mailing these letters, dealing with any returned mail, 
and handling all the calls that will come in once these letters are received.  Clearly, if 
your firm’s entire contact database was breached, the total cost of complying with 
breach notification laws could become significant and we’re still not done.   
 
 Perhaps it goes without saying that your firm’s reputation could be in serious 
jeopardy post notification. One way this can be controlled is by offering to provide credit 
monitoring or other type of cyber-monitoring service depending upon what type of 
information was breached. Not only might this help with reputation damage control but 
this may prevent some customers from seriously considering suing your business 
because you have taken steps to help put their concerns to rest.  
 
 Finally, one brief aside.  By way of state breach notification laws, a few states 
have mandated the use of encryption of all records and files that will be transmitted 
across public networks or through wireless connections that contain personal 
information such as social security numbers. Another jurisdiction requires encryption if 
such information will be stored on a portable device like a laptop or computer tablet. My 

Practice Pointer - Current notification laws by state can 
be checked at:  
http://www.ncsl.org/research/telecommunications-and-
information-technology/security-breach-notification-
laws.aspx 

http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
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point is this. Hopefully you don’t discover post breach that you have been out of 
compliance with any of these regulations.  Awareness of what these statutes say in 
jurisdictions you might be subject to may prove to be a worthwhile endeavor. 
 
Managing Cyber Liability Risks 
 
 In so many ways, computer tech is a double-edged sword. While its use is very 
appropriate, and I would argue essential in this day and age, doing so does expose any 
law firm to additional liabilities that can arise from identity theft, hacker malfeasance, 
cyber extortion, a security failure, hardware theft, etc. The problem is that for many 
lawyers there is an insurance gap in play. Should you ever find that your firm has been 
a victim of cybercrime, would your existing insurance policies cover it? As previously 
discussed, the costs can be significant and for far too many the answer to the coverage 
question would be no. Most general business insurance and legal malpractice polices 
offer little to no coverage for cybercrime loses, thus there is a coverage gap if these are 
the only policies in place. The good news is the risk of incurring such losses can be 
properly covered by the purchase of cyber liability insurance. 
 
 If you are not familiar with Cyber liability insurance products, know they vary 
greatly in terms of cost and offered coverage provisions so a little comparison shopping 
will prove worthwhile. These policies are also claims-made policies which means they 
must remain in force if one is to have on-going coverage. As a group, these policies are 
designed to provide protection against or coverage for things like the following: 
 
First Party Data Protection Loss – expenses incurred in order to regain access to, 
replace, restore or recollect data impacted by a breach. 
 
First Party Business Interruption – covers business 
interruption losses during the period of network 
restoration or extended network unavailability due 
to a breach.  
 
Reputational Injury – a lawsuit resulting from your 
participation in social media. 
 
Disclosure Injury – a lawsuit resulting from the unauthorized access to or dissemination 
of customer information. 
 
Content Injury – a lawsuit alleging intellectual property or copyright infringement 
perhaps due to postings on your business website or blog.  
 

Practice Pointer - The ALPS 
Cyber Response Policy, tailored 
specifically for law firms, provides 
industry leading coverage for all of 
these exposures and more.      
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Regulatory Defense and Penalties – Covers claims, expenses and penalties resulting 
from regulatory proceedings resulting from a breach. 
 
Privacy Breach Response Expenses – to include costs associated with complying with 
relevant breach notification laws, public relations and crises management, and 
computer security experts. 
 
Cyber Extortion Expenses – the costs associated with investigations or paying for the 
return of or gaining back access to data. 
 
Funds Transfer Fraud Coverage – available with some polices but note that a separate 
crime policy may cover this as well. 
 
While one can never be completely free of the risk of becoming yet one more 
cybercrime statistic, the good news is that with the addition of cyber liability insurance 
this risk can be appropriately managed.  
 
 

Part Two – Keeping the Hackers at Bay 
 
Password Insecurity – Lessons Learned from a Personal Story 

           Sometimes married couples see things differently and the only way to resolve the 
tension is by finally deciding to agree to disagree.  That’s how things played out in our 
home for a number of years on the issue of passwords.  My wife viewed my focus on 
computer security and passwords as something approaching mild paranoia.  I, on the 
other hand, viewed her insistence on using one easily remembered password for 
everything in her life the equivalent of tattooing the phrase “victim here” on her 
forehead.  The only way for us to move forward was to reach an accord.  We agreed to 
disagree, and things were good, at least for a while. 

           A few years later, after receiving an email from one of our sons, our accord 
began to crumble.  I was informed that my wife’s email account had been hacked and 
was actively being used to send out spam email. Of course, I did what one normally 
does to remedy that situation and hoped all would be good. Sadly, it wasn’t to be. Our 
accord abruptly ended a few months later after we received written notice from a credit 
union on the opposite side of the country telling us that they were most displeased with 
my wife.  Apparently, credit unions don’t like it when someone gets a new credit card, 
immediately maxes it out, and then fails to make any payments.  Unfortunately, given 
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my wife wasn’t the one who applied for and received that credit card, we had a new 
problem. 

            While this tale took a number of interesting twists and turns over the next few 
years, in the interest of time I will simply share that as a result of the initial identity theft 
a federal and an out-of-state tax return were also fraudulently filed in my wife’s name.  I 
spent over three years working to get everything cleaned up; but the one thing I can’t 
do, and honestly no one can, is ever get her identity back. That’s been taken and we’ll 
have to deal with the ramifications of that for the rest of our lives.  Hopefully, it’s over; 
but only time will tell. 

            Today things are different around here. My focus on computer security is viewed 
in a much different light by my wife, and I no longer worry about any unsightly tattoos on 
her forehead.  Our state of marital bliss has been restored because this time around 
we’re both on the same page.  Trust me, she gets it now. What’s more important, 
however, is do you?  Again, understand this entire saga started with someone 
managing to figure out a password, a password that, unfortunately for my wife and me, 
opened all kinds of doors that would have remained locked had she not used one 
password for everything.  

 I chose to share this story because I wanted to put a real-world spin on the 
problems that can arise when too little attention is given to the importance of 
passwords.  Every one of us in our personal and professional lives needs to abide by 
some sort of password policy, formal or informal, in order to try and avoid becoming yet 
another victim of identity theft. And heaven help you if an identity theft occurs and it 
turns out to be the identity of one or more of your clients because someone got into your 
office network.  So not good. 

 With this tale of woe now told, it’s time to talk about how to avoid becoming a 
victim.  I’ll start by identifying typical missteps. Here is a list of things no one should ever 
do. 1) Use the same password on multiple devices, apps, and websites. 2) Write down 
passwords on easily found sticky notes.  3) Believe that passwords like “qwerty”, 
“password”, “1234567”, or “letmein” are clever and acceptable.  They aren’t. 4) Allow 
computer browsers to remember passwords. 5) Choose passwords based upon easily 
remembered information such as birth dates, anniversary dates, Social Security 
numbers, phone numbers, names of family members, pet names, and street addresses.  
This kind of information isn’t as confidential as you think due to widespread participation 
in the social media space and events like the Equifax breach.   

           Knowing the common missteps, however, isn’t enough.  Such practices should 
be prohibited in a formal firm wide password policy that everyone at the firm must abide 
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by.  There can be no exceptions, period.  Of course, policy provisions must also detail 
what to do.  The most important provision of a password policy would be to mandate the 
use of strong passwords defined as follows.  A password is strong if it is long, a 
minimum of 16 characters, and it should include a few numbers, special characters, and 
uppercase and lowercase letters if the device or application you wish to secure with a 
password will accept it.  Additional provisions worth including would be requiring that 
every application and device in use have its own unique password, that passwords in 
use with mission critical devices and applications (e.g. banking and VPN login 
credentials) be changed every 6 months, forbidding the reuse of old passwords, and 
prohibiting the sharing of user ids and passwords with anyone.  Finally, make enabling 
two-factor authentication for any device or application that allows it compulsory.   

 Of course, a password policy like this creates a new problem, which is trying to 
keep track of all the complex passwords now mandated.  I can share that between us, 
my wife and I have over 250 different passwords we need to keep track of in our 
personal and professional lives.  I don’t know about you, but I sure can’t remember all of 
that information.   

 Fortunately, this problem can be easily managed by using a password manager 
such as RoboForm, LastPass, Keeper, or Dashlane.  Such tools are often cloud-based 
software applications that allow users to conveniently store and manage all of their 
passwords. The data is encrypted and can only be accessed once a master password 

has been entered.  Yes, users will still need 
to remember a long and difficult to guess 
master password; but having to remember 
one is going to be far easier than trying to 
remember 250.  And again, no one should 
ever write down their master password.  
Everyone really must commit the master 
password to memory or find a way to store it 
in some other secure manner.   

 One side note here because lawyers are sometimes hesitant to place passwords 
in the cloud.  Try to avoid allowing such a concern to become an excuse for not making 
any changes at all.  As I see it, those of us who use password managers are far more 
secure than those who simply write everything down on a piece of paper or on sticky 
notes that are always close at hand. Further, given the robust encryption in use, these 
applications are also going to also be more secure than keeping a list of passwords in 
an Excel or Word file.  But here’s the real value. The use of a password manager 
provides robust security when compared to relying on easily remembered weak 
passwords, using the same password on multiple devices or websites, allowing 

Important Takeaway - My wife agreed to 
commit to learning how to use a 
password manager shortly after her 
kerfuffle with the credit union and it has 
made a world of difference!  The same 
can be true at your firm if everyone does 
the same. 
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browsers to remember passwords, not changing passwords and re-using old 
passwords, all of which is what so many do by default. 

Public Wi-Fi – Should Lawyers Just Say No? 

 Public Wi-Fi networks are practically ubiquitous. They’re in airports, hotels, office 
buildings, coffee shops, restaurants, malls and many other locations. While accessing 
one can be convenient when all you want to do is buy a new digital book on your 
smartphone, check your e-mail on your laptop, or rebook a flight on your tablet, there 
are associated risks that should never be minimized, or heaven forbid, completely 
dismissed. Such risks run the gamut from simple eavesdropping to allowing someone to 
defeat whatever two-factor authentication you had in place with the site you just logged 
into. 

 Here are just a few examples of the most common threats everyone faces when 
accessing public Wi-Fi.  

 1) A hacker inserts himself into the conversation occurring between two users 
(e.g. you and your bank) giving him the ability to do anything from simply listening in 
and capturing part of the exchange to taking complete control of the entire exchange.  
Not only is this the most common type of attack out there, this is also one way two-
factor authentication can be defeated.  

 2) You unwittingly login to a rogue network that appears to look legitimate.  It 
may even look identical to known and trusted networks, such as Starbucks. In reality, 
however, it’s a bogus clone of a trusted site. Fall prey to this type of attack and all of the 
data in transit is being sent directly to the hacker.  

 3) You unknowingly login to a rogue access point, which is something well-
meaning employees of various businesses sometimes setup.  In short, wireless routers 
have been added to a network in order to give more customers access to the Internet. 
Often these routers are not configured properly, which makes them easy to hack into, 
even though the network itself might be secure.   

 4) You become infected with a worm.  Unlike computer viruses, computer worms 
self-propagate and can be programmed to do all kinds of things to include steal 
documents, capture passwords, and spread ransomware. If you happen to be on a 
public Wi-Fi network and fail to have robust security in place, a worm could readily jump 
from another infected user currently on the network to you.  
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 5) As a result of enabling your device to discover and automatically connect to 
new and available Wi-Fi networks, you unintentionally end up connected to an ad hoc 
network.  Should this happen, you have just directly 
connected your device to a hacker’s computer giving the 
hacker free reign to do whatever he wants with your 
device.  

 I hope you’re starting to get the picture. Pubic Wi-Fi 
networks are inherently insecure and some are going to be downright dangerous. That’s 
just the way it is. And unfortunately, it’s even worse for those who fail to install robust 
internet security apps on the devices they use to access public Wi-Fi. Those folks are 
begging for trouble if you ask me. 

 Does this mean that lawyers and those in their employ should never access 
public Wi-Fi?  In a perfect world, I might try to argue that one; but I can also 
acknowledge this wouldn’t be realistic.  There are going to be times when it’s 
necessary.  In fact, I will confess I use public Wi-Fi myself, but only for certain tasks. 
The better question is if a lawyer has a need to use public Wi-Fi, how can the 
associated risks be responsibly addressed? 

 Let’s start with the basics.  All mobile devices, to include smartphones and 
tablets, should be protected with a robust Internet security software suite and kept 
current in terms of software updates.  Next, approach all public Wi-Fi networks with a 
healthy level of distrust. For example, never connect to an unknown network, 
particularly if the connection is offered for free or states that no password is necessary. 
Also, be on the lookout for network names that are similar to the name of the local 
venue offering a Wi-Fi connection. This is because a network connection that happens 
to be named Free Starbucks Wi-Fi doesn’t mean it’s actually the legitimate Starbucks 
network.  If you’re not 100% certain, always ask what the proper name of the local 
network you are wanting to connect to is and connect to that. Most importantly, never 
connect to public Wi-Fi unless you have the capability to secure your own Wi-Fi 
session, which means you must use a VPN.  VPN stands for virtual private network and 
allows you to encrypt all of the data you will be passing along through the public 
network.  Finally, while using public Wi-Fi it’s best to avoid accessing online banking 
services and visiting any websites that store your credit card information or other 
personal information that might be of interest to a cybercriminal.  

 I can appreciate that the advice to avoid certain types of websites while using 
public Wi-Fi may not be received well by some. However, I stand by it because often 
there is a much safer option available.  Simply use your mobile phone as a hotspot and 
connect to your carrier’s network. If coupled with the use of a VPN, your entire Internet 

Important Takeaway – 
Just because you can do 
something doesn’t mean 
it’s a good idea! 
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session will be about as secure as you can make it.  If you don’t know how to do this, 
ask your IT support for a quick lesson.   

 I wish that I could stop here but I can’t, because almost every law firm I know of 
is comprised of more than one person.  Anyone at a firm can naively or unwittingly fall 
prey to a cybercriminal when logging onto a public Wi-Fi network and this could result in 
very serious and unintended consequences for the firm and firm clients.  Best practices 
would mandate that everyone who uses a mobile device for work be subject to a written 
policy regarding the appropriate use of public Wi-Fi. If your firm has no such policy, 
now’s the time. Of course, any policy is going to be meaningless if there is no training 
on the risks and/or no enforcement of the provisions so keep that in mind. 

 Now to my initial question. Should lawyers just say no to the use of public Wi-Fi 
or try to prohibit anyone in their employ from using it?  I don’t necessarily go that far as 
long as all users have been made aware of the risks and given the appropriate tools 
that will help them minimize the risks.   

 That said, let me share one final thought because I do get pushback on this topic 
and can anticipate you will too.  Some will say something along the lines of this. “The 
Starbucks signal is free, I’ve used it many times and never had a problem so why all the 
unnecessary fuss?” My response is always the same.  How do you know you were 
never a victim? No one is going to send you a thank you note for allowing them to steal 
your credit card number or place a keylogger on your laptop. We all need to understand 
that hacking tools are widely available to the masses. This isn’t just about who made the 
Wi-Fi available, it’s also about what’s happening on the public network while you are 
using it.  Always remember that you are never alone while using public Wi-Fi and you 
simply have no way of knowing what everyone else’s intentions are. 

Two Factor Authentication Isn’t the Panacea Many Think It Is 
 
 Let me be very clear, two factor authentication (2FA) is an essential security tool 
that everyone should be taking advantage of when and wherever they can.  That said, I 
have a confession to make.  In short, I have been using 2FA with a number of accounts 
for quite some time with the mistaken belief that this tool provided more robust security 
than it actually does.  I have since come to learn I have been living under a false sense 
of security.  I don’t want to see you make the same mistake because the consequences 
could be severe. 
 
 For those of you who are unfamiliar with the term “two factor authentication,” 
here’s what it is.  2FA adds an additional level of protection beyond a singular method of 
authentication.  Think about passwords.  By combining your password, which is a 



www.alpsnet.com  Page 21 of 33 
 

common single factor of authentication (1FA) and is something you know, with a second 
factor, which is either something you have or something you are, you gain an added 
layer of security.  This second factor could be something like a smartphone, which is 
something you have, or a fingerprint, which is something you are.  
 
 Logging into a bank account online is an example.  After you submit your user 
name and password (1FA), many online banking sites will send a verification code to 
your smartphone (2FA).  You must then correctly enter the verification code in order to 
gain access to your account.  Another example is an ATM machine.  Here you insert 
your bank card (1FA), which is something you have, and then you must confirm it’s you 
by entering the correct pin number (2FA), which is something you know. 
 
 Once 2FA is set up on any site or service, it’s quite tempting to believe that you 
have locked your digital assets down and, to some degree, you certainly have.  Again, 
2FA is significantly more secure than 1FA.  Always use it if it’s an option, even for 
access to your email accounts.  It’s that important.  Just understand that 2FA isn’t a 
panacea.  In fact, I recently sat in on a cybersecurity presentation where 11 different 
ways of defeating 2FA were demonstrated, one of which has been in use since 2000.  
Suffice it to say, that got my attention.  
 
 The details of the different methods demonstrated are beyond the scope of this 
post, and in all honesty, beyond my skill set in terms of trying to provide a competent 
explanation of all eleven.   I also believe the details won’t matter much to the average 
person.  What should matter includes the following.  2FA is hackable. 2FA can be 
defeated via phishing or social engineering attacks directed at you or at tech support of 
the site or service you are using 2FA with. 2FA really isn’t 2FA if the site or service 
makes its use optional.  If it’s optional it can be bypassed by some other less secure 
authentication method, for example a password reset request to tech support of, let’s 
say your bank or ATT, made by someone pretending to be you.   
  
 This brings me to the important points.  First, 2FA is a valuable tool as long as 
you realize the security it provides only goes so far. Second, due to the inherent 

limitations of 2FA, there are things you 
still must do in order to stave off 
cybercriminals.  I’m talking about things 
like not clicking on rogue links, never 
sharing the confirmation code sent to 
your phone with anyone asking for it, and 
never providing accurate answers to the 

password reset questions you select.  It’s going to be all about prioritizing and focusing 

Important Takeaway – The reason you 
don’t want to provide accurate answers 
to password reset questions is due to the 
fact that, for many, the correct answer 
can be found in the social media space. 
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on the basics of social engineering awareness coupled with ongoing training for you and 
everyone who works at your firm.   
 
 With that out of the way, I suspect there are a few out there who either need a 
little more motivation or are just gluttons for punishment.  If you count yourself as a 
proud member of either group, the link below will take you to a demo of an actual hack 
into a LinkedIn account protected with 2FA.  As you watch it, ask yourself if you would 
have fallen prey.  Oh, also keep in mind that this is a demo of just one of the 11 ways 
2FA can be defeated.   
 
 
 
 
How to Minimize the Risk of Becoming a Victim of Wire Fraud 
 
 Lawyers remain a high-profile target for scammers hoping to get away with wire 
fraud and the attack vectors they are using continue to evolve.  Here’s just one example 
of how these scams typically work today. A lawyer represents a seller in a real estate 
transaction. Unbeknownst to anyone involved, someone has hacked into and been 
monitoring the seller’s email for a period of time. Once aware that a transaction is about 
to take place, the hacker uses a spoofed email address of the seller to send new wiring 
instructions to the lawyer in order to have the funds sent to an account the hacker has 
access to. The lawyer fails to catch the altered email address and ends up wiring the 
proceeds to the wrong bank. 
 
            As an aside, some may wonder what a spoofed email might look like. Although 
there are a number of ways to spoof email, it can be as simple as this. If an actual email 
address is Lawfirm@aol.com, a spoofed address might be Lawfirm@aoi.com. If an 
actual email happens to be Mark.Bassingthwaighte@gmail.com, a spoofed address 
might read Mark.Basssingthwaighte@gmail.com. Given the busy days we all have; 
would you catch a subtle change in an email address like the two examples above? 
Many would not.  Also, be aware that in situations like the above example, the person 
whose email account has been breached varies, sometimes it’s a lawyer’s account, 
sometimes it’s the seller, and often it’s the realtor. 
 
                Regardless, all lawyers need to understand that hackers don’t act 
immediately. Oft times hackers will monitor breached email accounts for at least several 
weeks, and sometimes for months, in order to understand the business practices that 
are in play and to wait for an opportunity to redirect a significant wire.  And just as 
important, lawyers need know that these scams are not directed solely at those who 

https://www.youtube.com/watch?time_continue=1&v=xaOX8DS-Cto 
 

https://www.youtube.com/watch?time_continue=1&v=xaOX8DS-Cto
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practice in the real estate space.  Scammers know that lawyers in a variety of practice 
areas move money and thus view all lawyers as potentially lucrative targets. 
 
                The more common wire fraud attack vectors scammers are using in 2019 
include bogus invoices, altered documents to include e-faxes, email spoofing, false 
impersonation, and the oldie but goodie counterfeit check scam that continues to trip up 
far too many, which begs the question of what can be done to avoid becoming the next 
victim.  Short of never being responsible for transferring funds of any kind, there aren’t 
any steps that can be taken to make you safe 100% of the time. However, the good 
news is you can get close. 
 
            First, security basics will always play a significant role. Of particular importance 
here are the following. Never open any attachments or click on any links in email if the 
email comes from someone you don’t know or is unexpected.  Make a habit of checking 
to make sure inbound email addresses are legitimate. Periodically review sent and 
deleted email for suspicious activity. With cloud-based email accounts, periodically 
check account rules to make sure no unauthorized rules have been established, for 
example, an automatic forward rule to an unknown account. Use unique strong 
passwords (a combination of letters, numbers and symbols) on all email accounts.  
Beware of SMS/text messages notifying you of that your password has been rest 
without your knowledge. Enable two-factor authentication if available on all email and all 
financial accounts. Keep your firewall, operating system and security software current 
and avoid using unsecured Wi-Fi. Limit what you post on firm websites and other social 
media accounts such as information about staff roles and responsibilities and out of 
office information because hackers can use this kind of information to determine who to 
target and when. 
 
            Second, establish a policy on wire transfers and couple that with appropriate 
training of anyone at your firm who may at some point be involved in a wire transfer, to 
include all attorneys.  Initially, the policy should mandate the gathering and verification 
of contact information from all parties involved at the outset of representation and 
prohibit the use of any other non-verified contact information during the course of 
representation. With that in hand, the most important provision of any such policy would 
be the implementation of a process whereby all wiring instructions are confirmed by use 
of this previously verified contact information. For example, if wiring instructions initially 
come via email, use a previously verified number to place a call to the relevant party to 
confirm the accuracy of the information received.  An additional relevant provision might 
be that all last-minute changes requesting that funds be transferred by a different 
method or to a different account should be treated as suspect. The request should 
never be followed until verified by contacting the person purportedly making the request 
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through the use of previously verified contact information. If email security is a concern, 
and it should be, another provision might be to require the use of encrypted email or a 
secure client portal for the exchange of 
wiring instructions.  The absolute best 
option might be a provision that requires 
wiring instructions be delivered in 
person, for example, by the seller at the 
closing. 
 
            Finally, everyone in the firm 
should be trained to be suspicious and 
learn how to spot these kinds of scams. 
Underscore the necessity of remaining 
vigilant at all times. Training examples 
that address how these attacks look today might include the following. Look for 
inconsistencies with email such as various email addresses in use, different spellings of 
a name, and be suspicious of any email that comes from a free service such as Gmail 
or Yahoo. Always carefully check the address of relevant email coming in to make sure 
it exactly matches the previously verified address in your file. Always question requests 
for money to be sent to an account that is not in the name of the seller or not in the 
jurisdiction where the seller is.  Be suspicious of requests to wire money when key 
personnel, such as the attorney in a solo practice, is out of the office or requests that 
are urgent in nature. And last but not least, remind everyone that just because the 
grammar and spelling look great, that doesn’t mean the email is legit.  Scammers have 
learned to draft very well written email. 

A Backup Strategy in Light of Evolving Ransomware Threats 

 In working with over twelve hundred law firms through the years, I have observed 
that few lawyers really seem to know what’s actually going on with the backup process. 
Earlier in my career, I was generally fine with that reality; but times have changed. The 
backup process is now a security process that needs to take center stage and it is the 
solo and small firm setting that I’m most concerned about.  All firms must make sure 
their process isn’t something some guy like me might describe as state of the art for 
1999 because it’s just too easy to get comfortable with the way it’s always been. 
Incremental backups, digital tapes, rotate off site, check. I don’t think so. Not good 
enough anymore and much of it is due to the threat of ransomware. 
  
 You’ve got a very serious problem on your hands should your firm’s computer 
network ever become infected with ransomware. Basically, your data will be encrypted 
and then you will be told how much you will need to pay in order to receive the 

Practice Pointer – The process of 
confirming wiring instructions via the 
use of previously verified contact 
information (as opposed to using the 
phone number provided in a last-minute 
email as one example) is known as an 
out-of-band communication. Be aware 
that cyber insurance coverage for wire 
fraud can be contingent upon an out-of-
band communication occurring.   
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decryption key which may or may not allow your IT staff to successfully recover your 
files. Whether you pay the ransom or not, and I advise not, you are going to need the 
services of an IT specialist.  And understand there are no guarantees here, she may or 
may not be able to restore the network. 
  
 It’s important to also know that ransomware can infect your network via multiple 
channels, many of which involve some form of social engineering.  One common attack 
vector looks like this. Someone in your firm is tricked into opening an attachment in an 
email that purports to be a business document or invoice.  That’s all it takes. Once 
enabled, the malware will start to encrypt your data. 
  
 Making matters worse and depending upon the specific family of ransomware 
you’ve been hit with, the ransomware can replicate itself and spread across an entire 
network, can scramble the file names of all encrypted files, can run several different 
encryption programs in a single attack, can identify and erase restore points, can erase 
all the data on the hard drives, can be programed to delay executing in order to infect 
backups, and the list goes on.  In short, any IT specialist brought in to try and address 
the situation is going to run into serious problems trying to recover anything.  
  
 Again, there are no guarantees in terms of the having the ability to recover from a 
ransomware attack.  Cybercriminals continually work to improve the effectiveness of 
their tools.  Certain strains of malware can now even jump to the cloud, many have 
been engineered to evade detection by antivirus software, and as stated above, can be 
programed to delay running.  In light of all this, the institution of an effective backup 
process has become a critical component to an overall defensive strategy against 
ransomware and other forms of cybercrime. 
  
 Best practices today dictate having at least three copies of all your data, utilizing 
two different media formats, one of which must be maintained off site.  For example, 
you might utilize an external hard drive and a cloud backup provider.  An approach like 
this would allow you to have access to a copy stored locally in case your internet 
connection is down, and post ransomware attack, the cloud backup may be the only 
good backup available to IT support as they try to help you recover. That said, a few 
side notes are in order. 
 
 1) Since ransomware can map drives and infect everything connected to the 
network, always disconnect backup drives (e.g. any external USB drives) from the 
network once the backup process has completed. 
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 2) While cloud backups can be your salvation in the event of a ransomware 
attack, as with any backup process, sometimes the backup data set becomes 
corrupted.  Thus, having multiple versions of the backup in the cloud is a good idea. 
 
 3) Given the rise of time-delayed attacks, also maintaining an archive of backups 
locally or in the cloud would be a prudent step to take.  Yes, while losing a month or 
two’s worth of data might be difficult if all your current backups become infected, 
archived backups serve a fallback making sure you don’t lose everything. 
 
 4) Look for cloud backup providers that allow you to control the encryption key as 
way to prevent anyone else from accessing your data.   
  
 Even with a well-designed backup process in play, the best defense to threats 
such as ransomware is an effective offense because, and for the last time, there are no 
guarantees that a full recovery is going to be possible.  Often, it’s not.  So, in addition to 
instituting a backup process along the lines presented above, every firm regardless of 
size should prioritize mandatory ongoing training for all staff and attorneys.  The training 
should focus on social engineering awareness to include presenting real-world 
examples that not only demonstrate how these types of attacks continue to evolve but 
also provide tips on how to spot them.  Finding quality training like this, however, can be 
a bit of a challenge for some.  To help with this, consider working with a security 
company like KnowBe4 (https://www.knowbe4.com/), whose entire focus is geared 
toward this kind of training.  

Online Behavioral Safety Tips 

 For years our kids viewed me as not very tech savvy.  I suspect that was 
because I wasn’t a serious gamer or perhaps they chose to believe parental units just 
aren’t smart enough.  However, now that we’re empty nesters, I find it ironic when the 
occasional call for tech help or guidance comes in. One such call occurred a number of 
years ago and concerned a laptop that was dying a painful death. It had become 
infected with an inordinate number of nasty viruses and Trojans that had erased restore 
points and data as well as turned over control of the laptop to someone else.   

 I was not able to help with this particular problem since we were separated by 
several thousand miles at the time.  My only advice was to suggest the time had come 
to seek the advice of an expert and take the system in.  With any luck and perhaps a 
few hundred bucks, the laptop could be cleaned up.  I didn’t offer any monetary 
assistance because all of our kids were educated about safe practices when using the 
Internet.  Further, this particular young adult didn’t ask for financial assistance because 
he knew this situation was of his own doing. You see, I believe that one learns best by 

https://www.knowbe4.com/
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dealing with the consequences of one’s own actions, particularly when one should have 
known better. 

 In a work setting such as a law office, however, allowing similar life lessons to 
play out isn’t an option as the wrong mouse click by anyone in the office could result in 
serious and unintended consequences to the entire office network.  More than a few of 
our insured firms have had their entire network taken down by malware infections.  
Other firms have had systems hacked and client records accessed and a number of 
firms have even had the misfortune of having someone hack into the network in order to 
gain access to bank accounts and steal client funds.   

 While our son’s actions were borderline stupid because he did know better, many 
computer users truly aren’t aware of all the ways they could expose the network.  With 
this in mind, I share the following list of behavioral safety tips for those of us who work in 
the wired world.  Share them with everyone in the office because it’s too easy to 
assume that everyone knows these things.  Truth be told, many don’t and that’s a 
problem.   

Don’t click on any links in emails or sent to you on social media sites. 
Criminals send links that appear to come from companies or persons you know 
and trust in order to try and trick you into clicking the link. Doing so can initiate an 
unwanted download of malware or take you to a fake website in order to attempt 
to steal your personal information. If you are uncertain as to the legitimacy of the 
email, try hovering your mouse over top of the URL in order to view the actual 
hyperlinked address. If the hyperlinked address is different than the address 
displayed in the message then the message is probably fraudulent or malicious. 
So, for example, if an email claims to be from FedEx but when you hover your 
mouse over the FedEx text, the hyperlinked address that is displayed says 
something other than FedEx.com it isn’t FedEx. Also, be aware that sometimes 
the domain name is altered. If placing the mouse over the FedEx text displays 
something like FedEx.com.malicousdomainname.com, this too isn’t FedEx. If you 
still feel that you absolutely must see whatever the link is supposed to show you 
go to the site yourself. For example, type www.FedEx.com in your browser 
yourself or use a search engine to look up the correct URL of FedEx.  

In a similar vein, don’t open attachments unless you know and trust the 
sender and also know what the attachment is. Again, doing so can initiate the 
installation of rogue software on your system. If you’re not sure about the 
authenticity of what has been sent to you might try the mouse hover approach 
detailed above. In the alternative, reach out directly to the sender and ask if they 
actually did send the email. If you are questioning why a lawyer whose name you 
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recognize sent you some important document but you also don’t have any 
recollection as to why it was sent, call the lawyer directly to ask about it and 
always lookup the number yourself. Why take the time to look up the number 
yourself? Think about it; if the email is a fake, the contact information provided in 
the email is fake as well. Don’t be fooled! Other clues that a message is likely 
fraudulent or malicious include poor spelling and grammar, the message asks 
you to verify personal information, and or the message threatens you if you don’t 
do something.  

Never give out personal information over the web unless you have initiated 
the contact by going directly to the website and have a secure connection. 
Look for “https” at the beginning of the web address.  The “s” at the end of https 
means the data stream is secure. Note however, it does not guarantee the site is 
legitimate.  Hackers can and do setup secure websites in order to try to trick you 
into divulging personal information. This is another reason why you can’t trust 
links sent to you. 

With free you get what you pay for, nothing.  The use of a free file sharing 
network is a security risk, period.  Free music, free toolbars, free screen savers, 
free third-party apps, and free movies (and the list goes on and on) can 
sometimes bring network or PC instability due to a software incompatibility issue.  

Any downloads can also bring with them 
more than just what you see.  For example, 
after downloading a free song from a 
Torrent site, you might find yourself dealing 
with a real mess. This is what has 
happened to several of our progeny, 
including the one mentioned above.  Why 

do you think these things are free?  Yes, not every download comes with a 
nefarious payload, but you have no way of knowing which downloads do and 
which don’t. 

Use a pop-up blocker and don’t click on any links within unexpected pop-
ups or buy software in response to an unexpected pop-up. Unexpected pop-
ups are another way scammers try to trick people into downloading malware. On 
Windows systems, for example, simply close the pop-up from the task manager 
or click on the pop-up icon on the task bar and then click on close. As an aside, 
make certain that every person in the office knows that security programs do not 
need someone to click on “scan now” in a pop-up that states their system is 
infected. The security programs do that automatically. Really bad things can 
happen if they fall prey to this scam.  

Definition: A torrent is a file 
sent via the BitTorrent protocol. 
It can be just about any type of 
file, such as a movie, song, 
game, or application.  
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Don’t respond to unsolicited junk email as this simply validates that your 
email address is a good address.  You will see more junk, some of which will be 
a security risk if opened.  Simply delete it. 

Never store passwords in your browser.  Yes, it’s convenient but doing so 
allows your browser to store your passwords on your computer making them 
accessible in the event of a cyber-attack. If this feature is currently enabled, 
disable it and clear your stored passwords. 

Visit only reputable sites especially when making any kind of online purchase 
or downloading anything.  Confirm that the site is secure (https:) prior to entering 
any payment information.  If you have a legitimate reason to visit a non-reputable 
site, for instance as part of an investigation, consider doing so using a laptop or 
tablet that connects directly to the Internet and will never be connected to the 
office network. 

Do not use public computers for work to include computers at Internet cafés, 
hotel business centers, libraries, and the like.  These are not safe computers, 
period.  If you absolutely must for some personal reason, always uncheck any 
“remember me” boxes at login, log out of all sites that you were logged into when 
finished, and close the browser.  This will help prevent someone from later 
obtaining personal information about you by following the trail you left behind.  If 
you know how, you should also delete your browsing history, temporary folders, 
and cookies.  Of course, if the public computer happens to have a keylogger 
installed, none of these steps will make a difference. 

Never disable the firewall or change 
browser security settings in order to 
allow a webpage to properly load. If a 
web page is not properly loading there is 
a valid reason. Disabling firewalls and 
changing security settings can allow a 
“drive-by” download to occur.   

Finally, know the warning signs. If anyone’s device slows down, crashes, 
displays repeated error messages; won’t shut down or restart; will no longer 
update; starts showing a lot of pop-ups; displays web pages they didn’t intend to 
visit; displays unexpected toolbars or shortcut icons on their desktop; if they 
experience a sudden or repeated change in their Internet homepage; or their 
battery has started draining more quickly than it should, they need to know that 
they should report the problem to IT support immediately.  

Definition: A drive-by 
download is an automatic 
download of a malicious 
program that initiates as soon 
as someone visits a 
compromised Web page. 
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NOTE: This material is intended as only an example which you may use in developing your own form.  It is not 
considered legal advice and as always, you will need to do your own research to make your own conclusions 
with regard to the laws of your jurisdiction.  In no event will ALPS be liable for any direct, indirect, or 
consequential damages resulting from the use of this material. 
 
 

Checklist for Becoming Cybersecure 
 
 This checklist is intended to help those who have a desire to become more cyber secure 
know where to start. It may also be helpful in identifying areas of concern that can and should 
be discussed with IT support personnel. Most importantly, be aware that cybercrime attack 
vectors will continue to change and evolve as will the sophistication of the attacks. Becoming 
cyber secure is an ongoing process, not a once and done effort. That said, here are the basics; 
and note that when the word “devices” is used, this word is meant to include computers, 
servers, all mobile devices and any home computers that are being used for work. 
 
____ Cyber criminals often target older devices and software, so keep hardware and software 
as current as possible because newer devices and applications typically include improved 
security features. Also note that software which is no longer supported, meaning security 
updates are no longer issued, cannot ethically be used. 
 
____ Keep your server in a locked room because physical security matters! 
 
____ Install robust Internet security software suites on all devices. 
 
____ Utilize effective intrusion detection systems.  
 
____ Use a spam filter. 
 
____ Disable popups through browser configurations and/or install an ad blocker on all 
devices. 
 
____ Keep all software on all devices up-to-date by promptly installing all critical security 
patches as they are released. 
 
____ Determine where all office data is stored by creating a network diagram and make 
sure this diagram remains current because it will be useful to digital forensic experts in the event 
of a security breach.  In addition, this diagram can and should be used to create a security 
policy that responsibly addresses every situation where any data resides. 
 
____ Identify all laws and regulations which may apply to your data in order to make sure 
you are in compliance with these laws and regulations. For example, does your firm hold data 
which is governed by HIPAA, HITECH or Sarbanes Oxley? Do you hold personally identifiable 
information?  
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____ Password protect all devices. 
 
____ Use two factor authentication when and wherever possible. This is particularly important 
with all banking and financial sites.   
 
____ Develop a password policy that mandates the use of strong passwords if the device or 
application will accept them.  Strong passwords are defined as being 16 characters or more in 
length using a combination of uppercase and lowercase letters, numbers, and special 
characters.  Note: Every application and device in use should have its own unique 
password and no password should ever be reused once changed.  The use of a password 
manager can make this task easier and more secure than, for example, storing passwords in a 
file labeled “passwords” or writing them down and placing that list in a desk drawer. 
 
____ Prohibit the sharing of user IDs and passwords with anyone, to include others within 
the firm.  
 
____ Have your IT support person change the default values, passwords for example, on all 
wireless routers, server operating systems, etc. because these values are freely available 
on the Internet. 
 
____ Wireless networks should be set up with proper security to include enabling strong 
encryption. This means you must disable WEP and WPA encryption and require WPA2 
encryption. If the router supports WPA3 encryption, use it. Do not overlook home networks if 
home computers are being used for work.  
 
____ In order to prevent access to your firm’s confidential data, setup a properly configured 
wireless guest network.  No guest should ever have direct wireless access to your firm’s 
network. 
 
____ Backup all data, periodically do a test restore of the backup, and store the backup 
in accordance with a disaster recovery plan because floods, fires and ransomware attacks 
happen. Backups must be encrypted if taken off site or stored in the cloud, and if using a cloud 
vendor, the vendor should not have access to the decryption key. 
 
____ Any mobile device that goes off site and contains any client confidences must be 
password protected, should have the ability to be remotely wiped if lost or stolen, and 
should be encrypted. This includes jump drives, external hard drives, laptops, smart phones, 
and tablets.  
 
____ Limit privileges and access as appropriate. For example, does everyone in the office 
need access to the firm’s financial or employment records? Can everyone download and install 
anything they want on any device they have access to? Can everyone make changes to the 
system configuration? Don’t make it easy for cybercriminals. Place limits on what people can 
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do. Such limits can either be set up electronically via file permissions or physically via a locked 
door or cabinet. 
 
____ Encrypt any email if it contains confidential information or use a secure client 
portal.  Check with your IT support for help with proper installation and configuration of your 
selected solution. 
 
____ Encrypt all data you place in the cloud. Some cloud companies advertise that they 
encrypt your data but only do so while the data is in transit. You must make certain your data is 
encrypted “at rest” as well. Better yet, don’t rely on the cloud provider for this at all. Encrypt your 
data before placing it in the cloud to enable you to have control over the encryption key.   
 
____ Read the terms of service of any third-party vendor that will hold your confidential data.  
Remember, the standard of reasonableness applies. At a minimum, you need to know and 
understand what happens to your data while in the hands of an outside vendor in order to 
allow you to responsibly address any concerns. 
 
____ Mandate that all work-related Internet sessions be encrypted and prohibit the use of 
unsecured open public Wi-Fi networks. This does mean that access to the office network 
must always occur using a VPN, MiFi, smartphone hotspot or some other type of encrypted 
connection. 
 
____ Prohibit the use of any public computer for any reason. This would include the use of 
computer stations made available in the business center of a resort or hotel just as one 
example. 
 
____ Have a policy that prohibits the jailbreaking of any mobile device that will be used for 
work. Jailbreaking is defined as modifying the operating system from its original state. 
 
____ Never allow a non-employee to have access to your network absent appropriate 
oversight. In a similar vein, immediately cut off all avenues of access to the network for 
anyone who has been terminated. Terminated individuals should never have access to any 
office computer or network plug, even if it’s to simply download personal files, absent a trusted 
escort. 
 
____ Provide mandatory data security and social engineering awareness training to 
everyone at the office at least every six months. 
 
____ Develop a cyberbreach incidence response plan and provide the necessary training. 
At its most basic, if anyone suspects a device has been breached, teach them how to 
immediately disconnect from the Internet and/or the office network and instruct them to contact 
IT support immediately. They should never try to resolve the problem themselves! 
 
____ Purchase a cyber liability insurance policy. 
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____ Check your internal and Internet-facing network security at least annually to make 
sure your network is secure. This can be done by having a vulnerability assessment or 
penetration test done. 
 
____ Properly dispose of any device or digital media that has or had any business-related 
data on it. Don’t overlook digital copiers, digital cameras, memory cards, CDs, DVDs, jump 
drives, backup tapes, etc. All devices and media must be digitally wiped clean and/or physically 
destroyed. This does mean that devices cannot be given away for personal use, donated, 
recycled, or sold unless the entire drives have been overwritten.  Note: a restore to factory 
default settings is not an acceptable alternative to wiping a drive.  
 



 
Premier

 
Preferred

 
basic

All Claims Handled by Licensed Attorneys

$5,000
$25,000 per attorney
$75,000 in the aggregate

Must own 5% or less Must own 10% or less

(Up to $500,000) (Up to $1,000,000)
50% of the per claim limit 50% of the per claim limit

Must own 15% or less

Includes Mediators, 
Court-Appointed Family
Investigators & Notary 
Public

Expanded to include Title 
Insurance Agents, 
Author/Presenter 
of Legal Materials, & Lobbyist

Expanded further 
to include Expert Witness

$50,000 per attorney
$150,000 in the aggregate

Supplementary Payments for 
Disciplinary Proceedings 

Scope of Professional Services Covered

Professional Services to
Related Organization Covered

Claims Expense Allowance Outside the 
Limit of Liability

Insured’s Consent to Settle Required

Reduced Deductible for Voluntary 
Formal Mediation

Annual Deductible Cap
of Twice the Per Claim Amount

Supplementary Payments for 
Subpoena Assistance

Supplementary Payments for
Public Relations Event

Reduced Deductible if Engagement 
Letter used

Supplementary Payments for Loss 
of Earnings

 ALPS

coverage features

 ALPS ALPS

*Specific policy language does apply. Please review to ensure actual coverage is understood. 



CONTACT INFORMATION 
Firm Name: 
Address: 
City: State: Zip: 
Phone: Fax: 
Email: 
Website: 

          

PREMIUM ESTIMATE FORM

Yes  No

CLAIM INFORMATION (Submit seperate sheet if necessary)
Has any claim or suit been made against you or any other current or former member of this Firm or any Predecessor Firm in the 
last five (5) years? Yes No 
*If yes, complete a Claim Information Supplement for each claim and provide a five (5) year loss run report.

Are you or any member of the Firm aware of or have knowledge of any fact, circumstance, act, error, or omission that could 
reasonably be expected to be the basis of a claim against any current or former Attorney in the Firm or any Predecessor Firms, 
regardless of the merit of such claim?   Yes   No
*If yes, complete a Claim Information Supplement for each potential fact, circumstance, act, error, or omission and provide a
five (5) year loss run report.

Has any current or former Attorney of the Firm ever been refused admission to practice, disbarred or suspended 
from practice?        Yes        No     *If yes, provide complete details and any supporting documentation. 

Has the Firm’s coverage ever been non-renewed, discontinued, cancelled, rescinded, or declined by any professional liability 
insurance company? [MISSOURI RESIDENTS, DO NOT ANSWER]      Yes       No
*If yes, provide formal documentation issued by each carrier or potential carrier or provide a detailed explanation.

IMPORTANT NOTE:
Completion of this Premium Indication Form and any resulting indication of premium released by the company does not obligate 
ALPS to bind coverage, and/or issue an insurance policy. The right to decline to quote after risk assessment is retained by ALPS.

       % Admiralty/Maritime         % Natural Resources/Water Rights
       % Anti-trust/Trade Reg.         % Oil/Gas
       % Arbitration/Mediation          % Patents
       % Bankruptcy         % Public Utilities
       % Civil Litigation–Plaintiffs          % Real Estate
       % Civil Litigation–Defendants          % Securities Exempt/Bonds
       % Collection/Repossession         % Securities Reg’d Offerings
       % Copyright/Trademark/Service Mark        % Social Security
       % Corporation/Business         % Taxation
       % Criminal         % Workers Compensation
       % Domestic Relations  

% Entertainment/Sports 
% Environmental 
% ERISA/Employee Benefits          
% Estate/Probate/Wills/Trusts     
% Financial Institutions/Banking     
% Gaming/Casino/Representation                 
% Government/Municipal   
% Immigration  
% International Law  
% Labor Law/Employee Relations                       
% Mergers & Acquisitions         % Other – (Describe)

             Total (Should Equal 100%)

PRINTED NAME:    SIGNATURE:          DATE:

      LAST 4 S.S. #        FICO SCORE     NAME OF ATTORNEY HIRE DATE (mm/dd/yyyy) DOB  (mm/dd/yyyy) 

AREA(S) OF PRACTICE (List % of Each)

email completed form to learnmore@alpsnet.com

PER CLAIM LIMIT / 
AGGREGATE LIMIT OPTIONS

$100K/$300K         
$250K/$250K         
$250K/$500K         
$500K/$500K         
$500K/$1M

$1M/$1M 
$1M/$2M 
$2M/$2M 
$2M/$4M 
Other ________

DEDUCTIBLE(S)
$1,000
$2,500 
$5,000
$10,000
$15,000
$25,000
Other________

No. of Paralegals/Law Clerks:         No. of Clerical:     
Attorney Contact: 

Do you sue for fees?

When was this Firm established? ___/___/_____
Does this Firm currently have an LPLI Policy?
If yes, what is the Expiration Date? ___/___/_____ 
What is the Firm's Retroactive Date? ___/___/_____
If no, what date would you like your estimate effective? ___/___/_____ If yes, how many in the past 24 months?

Non-Attorney Insurance Contact:
Yes  No

GENERAL INFORMATION



ATTORNEY INFORMATION
       Admiralty/Maritime         Natural Resources/Water Rights
       Anti-trust/Trade Reg.         Oil/Gas
       Arbitration/Mediation         Patents
       Bankruptcy          Public Utilities
       Civil Litigation–Plaintiffs         Real Estate
       Civil Litigation–Defendants          Securities Exempt/Bonds
       Collection/Repossession               Securities Reg’d Offerings
       Copyright/Trademark/Service Mark        Social Security
       Corporation/Business        Taxation
       Criminal        Workers Compensation
       Domestic Relations  

Entertainment/Sports     
Environmental 
ERISA/Employee Benefits  
Estate/Probate/Wills/Trusts             
Financial Institutions/Banking         
Gaming/Casino/Representation     
Government/Municipal  
Immigration   
International Law 
Labor Law/Employee Relations
Mergers & Acquisitions         Other – (Describe)

ALPS rates by the individual attorney – if you provide this attorney roster 
with the following information and areas of practice for each attorney, your 
premium estimate will be more accurate.

* If you have more than 4 areas of practice (AOP’s), please use multiple lines.

      LAST 4 S.S. #        FICO 
SCORE     NAME POSITION

AREA(S) OF PRACTICE (List % of Each Below)

AOP AOP AOP
(AREA / PERCENTAGE)(AREA / PERCENTAGE)(AREA / PERCENTAGE)

AOP
(AREA / PERCENTAGE)

HIRE DATE DOB 

EMAIL COMPLETED FORM TO learnmore@ALPSNET.COM



YOU’RE BETTER AT WHAT YOU DO BECAUSE 
YOU’RE A SPECIALIST. 

You chose to be a trial lawyer – a specialist in your area of practice - because you know that having 
a dedicated focus is the best way to help with your clients' needs. We believe the same thing: that's 
why we specialize in lawyers' malpractice insurance.

One thing we've learned in our 30+ years of insuring only private practice attorneys is that lawyers 
that do one thing, do that one thing very well. You deserve to be rewarded for that experience. 
With priority rates for specialist attorneys, you can worry about one less thing as you practice law. 
ALPS is the endorsed carrier for more state bars than any other carrier including the State Bar of 
Montana because we are similarly recognized for excellence in our field.

Learn more about how ALPS can benefit specialists like you and 
download the free ALPS Guide to the Top 10 Shortcuts to Avoid.

Download yours 
today by visiting:

GUESS WHAT? SO ARE WE.  

www.alpsnet.com/insurance/specialists

For more information about ALPS, visit www.alpsnet.com 
or contact us at 800-367-2577 or learnmore@alpsnet.com. 
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